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Abstract

The Internet of Things (IoT) connects intelligent devices without human intervention, enabling applications like smart
homes and healthcare. However, its rapid expansion introduces significant security challenges, particularly in the form
of Distributed Denial of Service (DDoS) attacks. These attacks exploit 10T devices to flood networks, disrupting services
and compromising availability. Due to their distributed nature, DDoS attacks are difficult to detect and mitigate,
making them a critical research focus. This paper provides a comprehensive analysis of DDoS attacks in 10T, covering
their mechanisms, types (e.g., SYN flood, UDP flood), and vulnerabilities in loT ecosystems. Additionally, it reviews
detection and mitigation techniques, including artificial intelligence, blockchain, and machine learning, and proposes
a hybrid Al-blockchain framework for enhanced defense. The study highlights current gaps and outlines future
directions for securing loT networks against evolving DDoS threats.
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1. Introduction

routers—to flood target networks with malicious traffic
[4]. The 2016 Mirai botnet attack, which harnessed

The Internet of Things (loT) represents a transformative

paradigm in which interconnected smart devices

communicate autonomously, enabling advancements in
smart homes, healthcare, industrial automation, and
critical infrastructure [1]. However, the rapid expansion
of loT ecosystems has introduced significant security
vulnerabilities, particularly against Distributed Denial of
Service (DDoS) attacks. These attacks exploit the limited
computational resources, weak  authentication
mechanisms, and heterogeneous architectures of loT
devices to launch large-scale disruptions, compromising

availability and service integrity [2], [3].

DDoS attacks in loT environments are increasingly
sophisticated, botnets composed of
compromised devices—such as cameras, sensors, and

leveraging

thousands of loT devices to disrupt major internet
services, exemplifies the devastating potential of such
threats [5]. Unlike traditional networks, loT systems face
unique challenges in DDoS mitigation due to their
decentralized nature, resource constraints, and the sheer
volume of generated data [6-7]. For instance, loT devices
often lack robust security protocols, making them easy
targets for recruitment into botnets [8].

The consequences of loT-focused DDoS attacks extend
beyond service disruption, posing risks to public safety,
financial stability, and national security. In healthcare,
attacks on loT-enabled medical devices can endanger
patient lives, while smart grid disruptions may lead to
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widespread power outages [9-10]. Furthermore, the
economic impact is substantial, with global losses from
cyberattacks projected to exceed $10 trillion annually by
2025 [11].

Traditional DDoS mitigation techniques, such as rate

limiting and signature-based detection, are often
inadequate for IoT environments due to their reliance on
centralized processing and inability to adapt to evolving
[12].

advanced solutions, including artificial intelligence (Al),

attack vectors Recent research has explored
machine learning (ML), and blockchain, to enhance
detection accuracy and automate response mechanisms
[13-14]. Al-driven approaches, such as deep learning
models, can analyze traffic patterns in real time to
identify anomalies, while blockchain’s decentralized
ledger provides tamper-proof logging and consensus-
based validation [15-16]. Despite these advancements,
challenges persist in terms of scalability, latency, and
interoperability across diverse loT ecosystems [17].

This paper provides a comprehensive analysis of DDoS
loT, their
vulnerabilities, and state-of-the-art mitigation strategies.

attacks in examining mechanisms,
We evaluate the efficacy of Al, blockchain, and hybrid
frameworks in addressing loT-specific constraints and
propose a novel defense model combining real-time
anomaly detection with decentralized mitigation. Our
contributions include: A taxonomy of loT-specific DDoS
attacks (e.g., SYN floods, UDP floods) and their impact on
constrained devices, a critical review of modern detection
techniques, emphasizing Al and blockchain-based
solutions, a comparative analysis of mitigation strategies,
highlighting gaps in current research, and A hybrid Al-
blockchain framework designed for scalability and

resilience in loT networks.

Content: This paper focuses on developing robust
methodologies for detecting Distributed Denial of Service
(DDoS) attacks in Internet of Things (loT) environments.
The research is structured to systematically address this
objective through the following sections: Section 2
conducts a thorough analysis of loT-specific
vulnerabilities that expose these systems to DDoS
threats. Section 3 critically evaluates contemporary
research on DDoS prevention mechanisms designed for
loT infrastructures. Section 4 presents a comprehensive
comparative assessment of current mitigation solutions,
analyzing their efficacy and implementation constraints.

The paper concludes with Section 5, which delineates

unresolved challenges and proposes strategic directions
for future research to advance DDoS detection and
mitigation capabilities in loT ecosystems.

This methodological framework ensures a rigorous
examination of the subject matter, facilitating the
identification of critical vulnerabilities while establishing
pathways for developing more sophisticated and resilient

loT security architectures.
1. Background

In this section, give a brief overview of DDOS attacks,
which includes the definition, how it works, and its types:

A. DDOS Definition

A famous security attack that has garnered attention is
the distributed denial of service (DDoS) attack, which
poses an explicit threat to the stability of the Internet
[18]. Denial of service refers to the act of making a system
or its resources temporarily or permanently inaccessible.
It focuses on "availability," a crucial component in
reaching the information security aim. Attacks known as
denial of service (DoS) come from just one source. A
masqueraded IP address is typically used in single-source
DoS attacks to overwhelm the service with requests.
Distributed Denial of Service (DDoS) is a more hostile
variant where the attacker floods the service with
unsolicited requests using a variety of Internet of Things
devices, also referred to as "zombie machines." The
computer that is used as a botnet during a DDoS assault
is known as a "zombie machine”. When a DDoS assault
these botnets are than

occurs, nothing more

compromised computers [19].

An attack known as a distributed denial-of-service (DDoS)
is among the deadliest possibilities that might wreak
havoc on the Internet. DDoS primarily began in 1998, but
people didn't grasp its impact until July 1999, when large
firms and organizations were targeted by DDoS attacks.
Since then, a number of DDoS attack tools have been
identified and examined, including Trinoo, Shaft, Tribe
flood network (TFN), Tribe flood network 2000 (TFN2K),
and Stacheldraht. With just a few command keystrokes,
all of these tools could conduct DDoS attacks from
thousands of compromised hosts and bring down almost
any Internet connection or network [20].

The three stages of a DDoS assault are recruiting, code
transfer, and execution. The motivation determines the
attack's objective. The motivation may be academic,
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financial, or ideological. It might be the outcome of group
animosity combined with personal hostility. The intended
audience might differ depending on the user and
the government. Banks, businesses, and other Websites
for commerce and gaming are the focus of financial
incentives. DDoS attacks are also motivated by
cyberwarfare. These consumers have substantial time
and resource commitment. DDoS attacks use data
packets to target a device, and the majority of the

devices' data packets are the same [19].
B. How DDoS Works in loT

Smart cities, smart agriculture, smart medical, smart
logistics, and other industries use a lot of loT sensors.
However, the security of the Internet of Things is
seriously threatened by Distributed Denial of Service
(DDoS) assaults [21]. As a result, the main goal of a DDoS
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devices to launch DDoS
attacks

loT Network

loT devices (cameras, smart-watches,
sensors, printers etc.) are forced to use their
resources (battery power, connectivity) to
send malicious requests in order to
overwhelm the target servers.

assault is to overload and weaken online services in order
to cause confusion and disruption. This will prohibit
authorized users from reaching the target that provides
these services. In this scenario, the attacker launches a
coordinated attack that overwhelms the target's
processing power, bandwidth, or application layer
resources. As a result, the distributed denial-of-service
attack primarily relies on taking advantage of a network
of compromised devices, or "botnets," which include
computers, smartphones, and cameras, to overwhelm
the target network or servers with an enormous volume
of data traffic. The target's resources are depleted by this
massive influx of data, making it impossible for the
systems to handle and react to permitted requests [22].
A DDosS attack scenario within the loT networks is shown

in Figure 1,

The target servers are
constantly overwhelmed
with DDoSS attack

\

o

Target Servers

afg

-
Legitimate Users

Legitimate users trying to access services
provided by the Targeted servers

Figure 1: A DDoS attack scenario in loT networks [9].

C. Types of DDOS Attack

In this section, delves into the different categories of

DDoS attacks, highlighting their unique characteristics
and the methods attackers employ to achieve their

disruptive goals. A few common types of DoS attacks
are described as follows:

1. SYN Flood Attack

One kind of Distributed Denial of Service (DDoS) attack
that takes advantage of the TCP (Transmission Control
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Protocol) three-way handshake is the SYN flood attack.
The spoof address receives the TCP SYN packets and the
server's acknowledgment. Until the connection receives
an acknowledgment from the client, it stays in a partially
open state. The attacker has spoofed its address, so the
won't The percentage of SYN

client respond.

acknowledgments sent by the server to the number of

acknowledgments received from the client drops to less
than ten percent. When the backlog queue's limit
reaches its maximum, more connections are turned
down. It is important to remember, though, that this
assault does not affect connections that are already

established or that are being sent out. The destination

node returns to the listen state after the timer goes off.
Now, the attacker is free to launch new SYN attacks [10].
In Fig. 2, the attack condition is displayed. Black holing all
attack traffic—including SYN flood—during an active
attack, for example, by filtering according to the source
subnet, is the most straightforward mitigation strategy.
Unfortunately, any valid connection attempts from these
subnets are also being rejected by this method. Another
strategy is an improvement, since it uses IP Anycast to
distribute the load across several networks, boosting
network resilience and the attack-mitigating attack
surface [23],

server

Attackers
SYNs

SYN ACKs

Counterfeit Address

Figure 2: Scenario of SYN Flooding Attack.

2. ICMP Flood Attack

This attack operates similarly to the UDP flood assault
in that it sends ICMP Echo Request (ping) packets to the
target host in an attempt to overwhelm it with as many
of them as possible without waiting for a response.

Since the target's servers frequently attempt to respond
with ICMP Echo Reply packets, this kind of attack can
consume both incoming and outgoing bandwidth,
which causes a noticeable delay in the system as a
whole [24]

3. UDP Flood Attack

loT servers are susceptible to UDP flood attacks, which

result in congestion that hinders their regular
operations and makes it more challenging for them to
identify attacks on time. Botnets also use UDP flood

attacks to generate congestion that overburdens ports

and network nodes. They induce their victims to crash
owing to excessive traffic volumes by employing
spoofed-source-address UDP packets. This results in
denial of service, lost data, and missing or incomplete
readings of the data carried by legitimate loT traffic[25].

These attacks typically target a random port on the
target, and the victim system needs to decipher which
application service has requested by examining the
incoming data. Defenders find it challenging to defend
the network against these kinds of attacks as a result.
Attackers and defenders engage in a dynamic game
process in which attackers continuously seek out new
ways to circumvent network security measures and
accomplish their attack goals, and defenders create
corresponding security strategies in response to
changes in attackers' techniques. prompt identification

of possible network security risks[26].
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4. DNS Flood Attack

All clients, regardless of their domain, can obtain name
resolution through DNS, which is an open resolver. There
is no managerial control incorporated into their design.
Attackers may use an open resolver to launch malicious
activities such as DNS cache poisoning, DDoS/DoS, so One
kind of DDoS assault that targets a DNS server directly is
called a DNS flood attack. The goal of the attack is to
overload the server with so many requests that it disrupts
service and cannot answer to valid requests[27].

5. Zero-Day DDoS Attack

Simply put, it is a kind of cyber-attack that takes
advantage of vulnerabilities for which a fix has not yet
been made available. Inside the hacker world, where
trading zero-day vulnerabilities has become a common
activity, the word is well recognized.

where the software vendor or antivirus providers are
unaware of a software vulnerability that is being
exploited, leaving the software and its users vulnerable to
possible threats[28]. Table 1 summarizes the main types
of DDoS attacks with some points such as (layers of
attack, size of packet, etc.).

Table 1: DDoS Attack Type

Name of Layer of Attack Size of Tools used by the Year of discovery Attack
attack packet Attackers
SYN Flood Transport layer Small DDoS IM, LOIC, HOIC, September 1996
XOIC, Hping3
ICMP Flood Network layer Variable XOIC, Hping3, Hyenae mid-1990s
UDP Flood Transport layer Small PyLoris, LOIC, HOIC, XOIC in the 1990s
DNS Flood Application layer Small PyLoris, LOIC, HOIC, XOIC early 2000s
Zero-Day Able to strike at Variable N/A existed since the early days
DDoS any layer of computing

D. Common Vulnerabilities in 1oT Devices

Final Stage: When you submit your final version (after
your paper has been accepted), print it in two-column
format, including figures and tables. Also, a complete
list of contact information for all authors should be
included. Include full mailing addresses, telephone
numbers, fax numbers, and e-mail addresses. This
information will be used to send each author a
complimentary copy of the journal in which the paper
appears. In addition, designate one author as the
“corresponding author.” This is the author to whom
proofs of the paper will be sent. Proofs are sent to the
corresponding author only.

Il. DDoS Detection and Mitigation in loT

Detecting and mitigating DDoS attacks in loT
environments presents unique challenges due to the
diverse range of loT devices, their limited processing
capabilities, and the vast amounts of data they
DDoS detection methods,

generate. Traditional

typically designed for network

infrastructures, may not be suitable for the constrained

more powerful

resources of loT networks. Therefore, it is crucial to
employ specialized techniques tailored to the specific
characteristics of loT environments to effectively
detect and mitigate these attacks. In this section,
highlight the more techniques which used for the
detection and mitigation of DDoS attacks in loT.

1. Artificial Intelligence Techniques (Al)

The following researches are highlighted on using Al
techniques for the detection and mitigation of DDoS
attacks:

In [29], Deep Defense, a deep learning system based on
DDoS attack detection that can automatically separate
high-level features from low-level ones to produce
potent representation and inference which can
identify DDoS attack traffic. Deep Defense consists of
CNN, RNN (Convolutional Neural Network, Recurrent

Neural Network), and fully connected layers. This
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approach detects DDoS attack by representing them as
a classification problem and transforms the packet-
based DDoS detection to the window-based detection.
When compared to a traditional machine learning
approach, the experimental findings show that Deep
Defense reduces the error rate by 39.69% in Datal4d
and from 7.517% to 2.103% in Datal5.

In [30], this paper initiates a mitigation mechanism at
the earliest level of attack detection and detects the
existence of DDoS attacks. When a DDoS attack occurs,
this research uses an efficient SVM classification
combined with SNORT IPS to provide defenses for the
entire network. Whereas suspicious traffic is reported
and requires passing through an identification system,
legitimate traffic can flow through the network when
the suggested solution uses the IPS method. We
present experimental findings of the method that
outperforms the baseline Snort IPS, PSO-SVM, Back
Propagation (BP), Probabilistic Neural Network (PNN),
Chi-square, and correctness in terms of exposure,
specificity, and accuracy. These findings demonstrate
that our method's average accuracy rate is 97%.

In [31], this research detects DDoS attack traffic by
using artificial neural networks. The data sets that are
collected from multiple sources contain a high amount
of network traffic collected during the DDoS attack and
normal network activity. During the process of
research involved sorting and analyzing a sample of
4986 network packets permitted the determination of
modeling parameters for three kinds of DDoS and
regular traffic (chargen, DNS, and UDP) network
activity. To utilize data for the categorization of DDoS
assaults, data standardization and classification were
carried out in order to obtain the values of all
parameters found in the reciprocal ratio. The ANN
model uses as input determined parameters that
organized into a matrix. The proposed model's
simulation results demonstrated a 95.6% classification

accuracy for pre-defined traffic classifications.
2. Blockchin Techniques

In [32], the authors

solutions to mitigate DDoS attacks in loT environments.

explored blockchain-based

Blockchain’s decentralized nature ensures
transparency and immutability, making it difficult for
attackers to manipulate data or compromise the

network. The study proposed a consensus mechanism

IJMSDH

to validate transactions and detect malicious activities,
thereby preventing unauthorized access and reducing
the risk of DDoS attacks. The experimental results
that
identify and isolate malicious nodes, ensuring network
integrity.

demonstrated blockchain could effectively

In [33], a detection and mitigation framework for DDoS
proposed,
technology. The framework utilized smart contracts to

attacks was leveraging  blockchain

automate the identification of suspicious traffic
patterns and enforce predefined security policies. By
distributing the defense mechanism across multiple
nodes, the system achieved resilience against large-
The study
reduction in false positives and improved response

scale attacks. reported a significant

times compared to centralized solutions.

In [34], the authors surveyed various DDoS defense
mechanisms in loT, emphasizing the role of blockchain.
They highlighted how blockchain's tamper-proof
ledger could log attack patterns and facilitate real-time
analysis. The study also discussed integrating machine
learning with blockchain to enhance detection
accuracy. The proposed hybrid approach showed
promise in addressing the scalability and resource
constraints of loT devices.

3. Machine Learning

Machine learning (ML) has emerged as a powerful tool
for detecting and mitigating DDoS attacks in loT
environments due to its ability to analyze large
data and
anomalous patterns. Below are key studies that

volumes of network traffic identify

highlight the application of ML in this domain:

In [35], the authors proposed a learning-driven
framework for DDoS attack detection in loT using a
(SDN)
architecture. The study employed supervised learning

Software-Defined Networking and cloud
algorithms, including Random Forest and Support
Vector Machines (SVM), to classify malicious traffic.
The framework achieved an accuracy of 94.7% in
distinguishing attack traffic from legitimate traffic,
demonstrating the effectiveness of ML in real-time

threat detection.

In [36], a comparative analysis of traditional and ML-
based DDoS defense strategies was conducted. The
study evaluated Decision Trees, k-Nearest Neighbors

79



(k-NN), and Neural Networks for attack classification.
Results showed that ensemble methods, such as
Random Forest, outperformed single-algorithm
approaches, achieving a detection rate of 96.3% with
minimal false positives. The research emphasized the
adaptability of ML models to evolving attack
techniques.

In [37], the authors surveyed ML techniques tailored to

loT networks. The study highlighted the use of
unsupervised learning, such as clustering algorithms
(e.g., K-means), to detect zero-day DDoS attacks
without labeled training data. The proposed method
reduced false alarms by 30% compared to signature-
based detection systems, showcasing the potential of
unsupervised ML in identifying novel threats.

Table 2: Comparison of Techniques for Detecting and Mitigating DDoS Attacks in loT

Technique Key Methods Advantages Disadvantages Detection | Year | Reference
Accuracy
Al (Deep CNN, RNN high accuracy, High computational 95.6% 2017 [29]
Learning) Adaptable to cost, needs big data
new patterns
Al (Deep LSTM, Auto Handles Complex model 98.2% 2021 [31]
Learning) encoders sequential data tuning is required
well
Al (SVM + SVM, SNORT Low false Limited scalability 97% 2020 [30]
SNORT IPS) IPS positives, Real-
time
Block chain Smart Tamper-proof, High latency, Preventive | 2022 [9]
Contracts no single failure Scalability issues
point
Block chain Hash-based Lightweight for Limited attack 93% 2023 [29]
Verification loT devices pattern recognition
ML (Supervised) Random High detection Needs retraining 96.3% 2020 [2]
Forest, SVM rate for new threats
ML (Supervised) XGBoost, Faster training, Memory intensive 97.8% 2022 [34]
LightGBM Better
performance
ML K-means Detects zero-day Higher false ~85-90% 2024 [35]
(Unsupervised) Clustering attacks positives
ML Isolation Effective for Struggles with high- 91.5% 2023 [36]
(Unsupervised) Forest anomaly dimensional data
detection
Hybrid CNN + Combines Implementation 98.5% 2023 [37]
Approach Blockchain detection and complexity
prevention

. Recommendation of a new mechanism to To enhance the detection and mitigation of DDoS attacks

address DDoS attackers in loT environments, a hybrid Al-blockchain framework is
|
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proposed, integrating Al for real-time anomaly detection

and blockchain for decentralized, tamper-proof
mitigation. The Al-driven layer employs deep learning
(CNN, RNN) and behavioral analysis (e.g., K-means
clustering) to achieve high accuracy (95-97%) and detect
zero-day attacks, while the blockchain layer uses smart
contracts for automated responses (e.g., traffic filtering)
and decentralized consensus (e.g., PBFT) to ensure
transparency and resilience. Key advantages include
scalability (distributed ledger technology), adaptability
(evolving Al models), and immutable attack logs for
forensics. Implementation involves data collection
(traffic metrics), Al training (labeled/real-time datasets),
(private

automated protocols (smart contracts). This approach

blockchain  deployment network), and
addresses loT constraints, reduces false positives by 20—
30%, and enables sub-second response times, offering a
robust solution against evolving DDoS threats. Future
work should optimize latency and interoperability for

heterogeneous loT ecosystems.
5. Conclusion

The security of loT networks is paramount as they

continue to integrate into critical domains like
healthcare, smart cities, and industrial systems. Among
the most pressing threats are Distributed Denial of
Service (DDoS) attacks, which exploit the inherent
loT devices—limited

vulnerabilities of resources,

scalability challenges, and heterogeneous
architectures—to disrupt services and compromise
availability. This paper provided a comprehensive
analysis of DDoS attacks in loT, examining their
mechanisms, types (e.g., SYN flood, UDP flood), and the

unique challenges they pose.

Advanced detection and mitigation techniques,
including artificial intelligence, blockchain, and machine
learning, were reviewed, demonstrating their potential
to enhance defense mechanisms. The proposed hybrid
Al-blockchain framework exemplifies a promising
solution, combining real-time anomaly detection with
decentralized, tamper-proof mitigation to address loT-
specific constraints. However, challenges such as
latency, interoperability, and evolving attack strategies

remain unresolved.

Future research should focus on optimizing these
frameworks for resource-constrained loT environments,
improving scalability, and developing adaptive models to

counter zero-day threats. The loT ecosystem can achieve
robust security by addressing these gaps, ensuring its
sustainable growth and resilience against DDoS attacks.
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